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What you don’t see can hurt you:
In the age of invisible 
interdependencies and motivated 
adversaries, should we cultivate 
the illusion of safety or expose 
everything in hopes of educating 
the humans who could be impacted? 
Do you have what it takes to 
Attack, Defend and Survive?
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Attention: 
Intel suggests 
that other 
hunters have 
been activated. 
Proceed with 
caution and 
protect yourself 
at all times.

OPERATION:”SOME LIKE IT HOT” 
The true intent & capabilities of your adversary are unknown to you. It is assumed they have the will & ability to 
cause massive loss of life, property damage and negative ecological impact that will have global ramifications.

There is an active “ransomware” campaign 
b e i n g w a g e d b y a n u n k n o w n t h re a t 
actor ,planning to create a national crisis, a' la 
Fukushima, by undermining the safety and 
control systems of a nuclear power plant . The 
plant is located in close proximity to a strategic 
sh ipp ing por t . Computer mode ls and 
simulations suggest the impact on human life 
and property would be catastrophic (Level 7 w/
30km “Hot Zone”).


Background: At 04:20 local time, the 
regional Tsunami Warning System issued a 
tsunami warning. This immediately set port 
operations to OPSEC Level 2, prompting an 
evacuation of the port and surrounding area. 
Emergency shutdown protocols were then 
invoked at the nuclear power plant. It was at this 
point that operations personnel detected the 

first instance of “ransomware”, which effectively 
locked the engineers out of the control and 
safety systems. If you and your team cannot 
regain control of those systems the prognosis is 
not good. 


You have been provided forensic images of 
several of the infected systems and other 
artifacts are forthcoming from the incident 
response team.


 


Your Mission: You and your team must 
successfully retrieve vital intelligence from the 
forensic images, analyze the artifacts and distill 
it into actionable intelligence in order to disrupt 
your adversary’s diabolic plot to undermine the 
confidence and safety of your critical national 
infrastructure.

A meltdown at 
this facility would 

do irrevocable 
damage to your 

nation’s 
economy


